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ABSTRACT:

Non-Homogeneous Poisson Process (NHPP)-based Software Reliability Growth Models (SRGMs) are crucial for estimating
software failure behavior over time. However, existing models often suffer from sensitivity to specific datasets, limited
generalization, and inaccuracies in fault detection and correction. This paper introduces a novel SRGM that incorporates a
generalized NHPP framework with an imprecise fault detection factor while leveraging Feedforward Avrtificial Neural Networks
(FFANN) and the Crow Optimization Algorithm (CO) for parameter estimation. The proposed model introduces an error reduction
factor to improve fault prediction accuracy; models fault detection rates using an exponential function, and establish a dynamic
relationship between error introduction and residual errors. Experimental results demonstrate that the proposed model outperforms
existing SRGMs in both short-term fault prediction and overall reliability estimation. The study validates the model using multiple
datasets and evaluates performance based on key statistical metrics, confirming its robustness and superior predictive capability in
software reliability assessment.
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RESUMEN: Los Modelos de Crecimiento de la Confiabilidad del Software (SRGM) basados en el Proceso de Poisson No
Homogéneo (NHPP) son fundamentales para estimar el comportamiento de fallos del software a lo largo del tiempo. Sin embargo,
los modelos existentes suelen presentar sensibilidad a conjuntos de datos especificos, limitada capacidad de generalizacion e
imprecisiones en la deteccién y correccion de errores. Este trabajo introduce un nuevo SRGM que incorpora un marco NHPP
generalizado con un factor impreciso de deteccion de fallos, aprovechando Redes Neuronales Avrtificiales Feedforward (FFANN)
y el Algoritmo de Optimizacion por Cuervos (CO) para la estimacion de parametros. EI modelo propuesto introduce un factor de
reduccion de errores para mejorar la precision en la prediccion de fallos, modela la tasa de deteccion de errores mediante una
funcién exponencial y establece una relacién dindmica entre la introduccion de errores y los errores residuales. Los resultados
experimentales demuestran que el modelo propuesto supera a los SRGM existentes tanto en la prediccion de fallos a corto plazo
como en la estimacién global de la confiabilidad. El estudio valida el modelo utilizando multiples conjuntos de datos y evalla su
desempefio mediante métricas estadisticas clave, confirmando su robustez y superior capacidad predictiva en la evaluacion de la
confiabilidad del software.

Palabras Clave: NHPP, SRGM, Funcién de valor medio, Algoritmo de optimizacién Crow, Redes neuronales artificiales de
avance, Confiabilidad del software, Factor de reduccion de errores, Simulacion.

1. INTRODUCTION

The Simple Homogeneous Poisson Process, or a simple Poisson process in general, was
initially introduced for basic execution time modelling [1], and it has later been applied for
describing fault detection processes [2], making the capability of the Non-Homogeneous
Poisson Process (NHPP) in software reliability analysis strong. This model is especially
important because of flexibility as a way of handling different data sets. Generally, researchers
and software reliability engineers focus on two key questions: It has (a) the time taken to gain
a specified number of faults, and (b) reliability of the software at a certain time of use. The
NHPP model fits right and answers both of these questions right [3-5].

The main work of the NHPP model is to estimate the Mean Value Function (MVF) which is
the function that estimates the aggregate (cumulative) number of faults detected by time t in
the software testing process. It is denoted as m(t) in this study. Consequently, to obtain the
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MVF for failures it is pertinent to analyse the error data of a special software component (a
module or code, for example) to estimate its parameters. For the last few decades, scholars
have proposed numerous important methods to assess the MVF of failure, where some of these
are as follows [6-14]. For better understanding, table 1 below shows outline of key SRGMs
according to the framework of NHPP.
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Table 1. Establish MVF for the suggested model and compare it with other existing NHPP Software Reliability

Growth Model

However, practical experience reveals that it is almost impossible to identify a general model
capable of addressing various types of fault configurations. In other words, several models
work well only for given datasets or systems, which restrict them from applications across the
board. While it has become relatively routine to consider one or another Mean Value Function
(MVF) for failures relying on the NHPP, there are still many difficulties associated with
constructing widely applicable models in a number of spheres.

(i) Indeed, the vast majority of assumptions are not global in nature. For example, the S-

shaped models can reduce the ability to capture cases where there are elements that
grow and develop in a step-wisely or in other words, non-monotonous manner, such as
[5-7, 11, 16] represent the outcome of a 'learning' process aimed at dynamically
improving testing efficiency. In real-world testing scenarios, the ‘learning’ mechanism
is rarely engaged, largely because of resource limitations and the dependence on
predefined, inactive profiles for shaping tests and business strategies [17].

(i) Certain assumptions lack practical validity and evidence not available in the actual

circumstance. When analyzing prior generalized imperfect debugging models [10-12],
it is usually assumed that the overall number of errors obey some given increasing
functions in terms of time. Furthermore, the error introduction rate is assumed to bear



a relationship with the error correction procedure. But as to how this relation can best
be described, this proposed typology leaves much to be debated.

(iii) Overall, most of the existing models can be classified and referred to as the least error
models. Though the number of latent errors that are buried in code is still limited by the
coding rules and constraints, the practical experience shows that the code fixing can
generate new errors with given probability [18]. Consequently, a small number of errors
could generate an endless number of errors after applying modifications. Thus, it is
possible to suggest the creation of an effective model, which may be considered as one
with infinite errors but targeting on the characteristics of the limited errors.

(iv) A primary concern in the NHPP model is to estimate the MVF for the failures.
However, in many cases, the estimator can only be obtained when a closed-form
solution for the MVF is available for a limited number of special cases. This limitation
makes it very difficult to make correct assessment of the model parameters of the
model. Thus, the necessity to invest more time in developing a new model, which will
help to define the MVF of failures using the closed-form solution and with access to
which will not take much time, cannot be overestimated.

To address these challenges, we propose a new SRGM in this study, based on the NHPP
framework for generalized imperfect debugging. First, we establish a typical constraint
relationship between the error introduction rate and the rate of change of generalized residual
errors, grounded in reasonable assumptions consistent with the error introduction process.
Additionally, we propose an exponential linear function to model the error detection rate per
error and introduce an error reduction factor to quantify the effectiveness of error correction.
Based on these assumptions, we derive a closed-form expression for the MVF of failures.
Furthermore, we present a detailed discussion of the MVF's properties and demonstrate its
consistency with traditional models under specific conditions. Experimental results indicate
that our suggested model demonstrates superior performance in error fitting and short-term
prediction within a specific range. Finally, we summarize the key contributions of this paper
as follows:

(i) Unlike current models, we aim to incorporate an error reduction factor, which takes the
form of an exponential linear function of the number of existing errors, as a measure of
error removal (modification) efficiency within the framework of generalized imperfect
debugging.

(ii) Considering the rate of change in the remaining errors, which can be utilized to
dynamically reflect the efficiency of error removal and infer the likelihood of error
introduction, we propose a new perspective: the error introduction rate is directly
related to the rate of change in the generalized remaining errors.

(i) Thus, in view of the possibility that the efficiency of the error detection is lower in
conditions close to real testing, instead of the traditional S-curve, we will use an
exponential linear function to assess the rate of error detection per each error.

To formulate criteria for evaluating the goodness of fit of SRGM the entropy principles were
incorporated with existing measurements. Advanced reliability concepts for hardware and
software systems were described by Reference [18] including maintenance strategies; multi
criteria decision making techniques for analysing SRGMs was discussed by Reference [19].
Recent research has also employed machine learning and deep learning to software reliability
analysis. [20-22].

This paper proposes a novel NHPP-based Software Reliability Growth Model with an original
error reduction mechanism and a dynamic error introduction process, representing a significant
algorithmic advancement in software reliability modelling.



To ensure the topic of SRGM is explored to the fullest, the paper is divided into several major
parts. The first chapter, which is the chapter on ‘Introduction’ appreciates the role of software
reliability and establishes the fact that existing models have their drawbacks.

The Methodology section presents the proposed NHPP-based model which demonstrates its
parameter estimation through the application of Crow Optimization Algorithm. The Results
section contains data from model evaluation which demonstrates the superiority of the
proposed technique through comparisons with other methods. Finally, the Discussion section
brings together the outcomes of the study and the direction for future research and concludes
that the idea of the presented approach can effectively contribute to the increase in software
reliability.

2. CROW OPTIMIZATION ALGORITHM

The Crow Search Algorithm (CSA) is a met-heuristic algorithm inspired by crow intelligent
behaviour to store food, hiding, and recalling the place to get it back at the right time. Crows
are also capable of memorizing positions or locations in which other crows hid which in turn
leads to inspiration for a solution in optimization problems [19].

Each crow in CSA is a potential solution to an optimization problem and the position of a crow
in the search space corresponds to a set of decision variables. The algorithm cycles the crows
through the search space, and in their attempt to optimize their positions, use either the memory
of known solutions or move at random so as not to alert others. The basic concept is to
guarantee the exploration of new areas as well as the exploitation of the existing solutions, in
an aim of arriving at the best solution [20].

(i) Position of the Crow: Each crow is considered as a solution vector, where the elements
will be one of the model parameters.

(i) Memory: Self-organized crow: they remember or at least the best position found so
far, which is hiding spots. These are stored as potential solutions and changed during
an optimization process.

(iii) Awareness Probability: Other possibilities may include crows understanding that
other crows are following them. In such cases they go to other parts of the forest in
order to hide themselves from human beings. This awareness probability is useful to
overcome the problem of stagnation and monotony in the search.

(iv) Movement: In each iteration, crows either move to their optimal position (best
colouring hiding position) or a random position determined by the awareness
probability. The position update for crow i is determined by:

6 = x5O 1+ f o+ (m D — x,®) 1)
where:
x;® : is the current position of crow i
r . is a random number between 0 and 1
f :is the flight length (a control parameter for step size).
m;® : is the crow’s memory (best-known solution).

(v) Termination: The algorithm continues until a stopping criterion is met (such as the

maximum number of iterations or a threshold for minimal improvement).

3. FEED FORWARD ARTIFICIAL NEURAL NETWORKS

The model is classified as a simple feed forward neural network model, in which information
flow is strictly unidirectional and sees no recurrent pathway between the layers. The coupled
architecture of FFANNs makes them suitable for all sorts of tasks including regression,
classification, and pattern recognition.



(i) Input Layer:

e Thefirstis a layer that defines and specifies the input features, or data on which

the network will act. Every node (or neuron) in this layer will correspond with
a single feature.

e Finally, in practical application, these inputs may be of numerical type or pixels
of an image, or of time series type and so on.

(if) Hidden Layers:

e They are between the input and the output though they are more complex
layers. In simpler terms, hidden layer applies transforms to the received inputs
through weights and biases which formulate further processing.

e Each neuron in the layers of the hidden layer will sum product of weight value
of each extracted feature the data is received from the prior layer and processed
through an activation function.

e Explaining the effect of having more hidden layers and neurons the author notes
that it enables the network to learn more complex dependencies in the data in
question.

(iii) Output Layer:

e This layer gives the final output or the result or even the forecasted values. The
number of neurons in the output layer depends on the type of problem:

(@) In regression, there can be only one output neuron.

(b) In classification, there can be several output neurons depending on the
classification’s various possibilities.

(iv) Weights and Biases:

e Every synapse between neurons has a weight that determines the signal
passing between the neurons.

e Every neuron has a weight assigned to it and there is also a bias which is stirred
with the inputs to be launched through an activation function. This helps the
network to translate the activation function curve and enable it make betters
predictions.

(v) Activation Functions:

e New layers add non-linearity in the network so as to enable it model more
complex relations.

e Examples of activations functions are:

a. Sigmoid: Normalises the input values to be in between 0 and 1.

b. ReLU (Rectified Linear Unit): Returns O if the input is negative while
returns the input as it is if the input is positive.

c. Tanh: They scale inputs of the neurons to a range of -1 to 1.

e If non-linear activation functions are not used, then the given network resembles
the simple linear model which is not capable of solving sophisticated problem.

3.1 Limitations of FFANNSs

e Fixed Input and Output Size: A weakness of FFANNS lies in the predictability of the
number of input and output neurons which make it rigid for tasks dealing with sequences
of variable lengths.

e Overfitting: Because of having numerous neurons and layers, the FFANNSs have a
propensity to memorize the training data and fail to generalize well where there is no
abundant data or where further regularization measures have not been used.

e No Memory: There is no method in which FFANNs can hold information about past
input, thus non-functional for any task where temporal progression or data sequence is
relevant (for which, recurrent neural nets are often used).



4. THE NHPP FRAMEWORK AND ITS ASSOCIATED KEY TASKS

From the glossary shared above it is seen that there are profound distinctions between software
error, fault and failure and that their correlations can be intricate. For example, one error may
result in several faults, whereas, several errors may be the source of one and the same fault. To
simplify the modeling process, we make a key assumption in this paper: each fault (or failure)
is thus in one-to-one correlation with one or another error.

When a software product is under the testing phase, or whenever it is operative, the
manifestation of fault that refers to inherent errors in the program is random. This randomness
is due to the execution environment or Profile of the Software. On this account, the non-
aftereffect of the Markov process allows count detected faults and remaining errors at time ¢,
presumably, the complexity of the fault discovery process is mainly influenced by the
frequency of residual errors and the operational profile involved of the software [20].
Fundamentally, the NHPP, a type of counting process, is built upon the following four
assumptions:

e Characterized by independent increments, the failure process ensures that the number
of failures in each time period is independent of prior occurrences (t + t + At] only
depends on a current time parameter t and interval parameter length At.

e For the interval (t; t + At], the probability of occurrence of more than one failure is
o(At),i.e., p{N(t +t+ At) — N(t) = 2} = o(At).

e For the interval (t; t + At], the probability of occurrence of one failure is A(u)At +
o(At),i.e, p{N(t+t+At) — N(t) = 1} = A(u)At + o(At).

The NHPP, commonly assumed in most SRGMs, is represented by the following equation:

pINGE) = y] =MLy =123, 2)
Using m(t) [23], the NHPP-based dependability function can be expressed as follows. The
probability of no failures occurring within the time interval (0, t) is represented by the reliability
function (t), which is given by:

R(t) =p{N(t) = 0} = e™™® 3)
Reliability R(y/t) typically represents the probability of no failures occurring during the
interval.[t, t 4+ At] is given by:

R () = pIN(t + At) — N(t) = 0} = e Im(c+20-m()] @)
Eqg. (4) forms a cornerstone for analysis of software failures, which constantly appear in modern
systems. It can therefore be used to examine useful parameters for m(t), including software
reliability at Time ¢, the number of residual errors up to time t and the time it will take to
achieve a given number of failures. Therefore, the failure MVF m(t) is important to the NHPP
mechanism.

Generally, the failure Mean Value Function (MVF) m(t) encompasses humerous unknown
parameters. Therefore, estimating these parameters is a critical task in software reliability
analysis.

4.1 Utilizing a new method to analyze software reliability growth models

In the NHPP framework, the derivation of the traditional failure Mean Value Function (MVF)
is based on four key assumptions: Failure model assumptions are (a) each failure indicates a
single fault; (b) the failure rate is constant in terms of faults; (c) if a failure is identified then
the corresponding fault is repaired and deselected; (d) the rate of failure identification increases
along with the number of unidentified faults in the software with a constant of proportionality.
Additionally, the generalized imperfect debugging NHPP model incorporates three more
assumptions: Some of these are: The proportion of failure detection, above mentioned, is
postulated as depending on time, t. i.e. k(t); (ii) By correction of Read errors, other errors may



be produced in the process or in other words, the total number of errors, a(t), is dependent of
time t. Other assumptions made in the context of this research include the following: (iii) Error
correction is noisy, that is, every error that has been found up to the time t is corrected
probabilistically. The generalized imperfect debugging NHPP model, which accounts for error
removal efficiency, is expressed as follows: [18]:

m'(t) = k(t) [a(t) — @m(?)], (5)
Q is the measurement of the likelihood of error correction while (t) is the number of errors that
has been corrected by the time (t). For generalization, the proposed new Software Reliability
Growth Model (SRGM) is primarily derived from the following differential equation:

m'(t) = k() [a(t) — x(8)] (6)
In particular, we acknowledge that the actual count of corrected errors (t) depends on the error
reduction coefficient [20]. Using the basis given in Eqg. (6), we develop an improved model
which involves additional assumptions.

4.1.1 Three important assumptions

(i) Modeling Assumptions for Exponential Error Reduction
In this context, therefore, we adopt the error reduction factor as the measure of differential
constraint applicable to the observable number of errors (failures) t and correctable errors t.
In other words, the effectiveness of the following error correction steps may reduce with the
number of discovered errors in the actual debugging processes. This assumption is premised
on three sources that stem from a reduction in Interdependencies among errors, the mental
inertia associated with focusing on the current task, and the instability within the debugging
team. First, modifying errors may be influenced in such a manner; for instance, a particular
error may be associated with certain other removed errors to reduce the information regarding
the rest sections that is available for modification in due course. Second, the currently induced
mental set may interfere with the ability of the corrector to consider other relations between
the errors. Such occurrences lead to the notion that other related mistakes are not noticed by
the corrector and hence cannot be changed using the modified mistake. Last but not least, the
average level of correction and relevant experience of the correctors may deteriorate owing to
some unpredictable circumstances, for example, transfers and replacements. In many software
companies nowadays, skilled testers or correctors can be transferred or dismissed, as
engineering needs appear. When successors are not engaged in programming, their
inexperience can hinder the efficiency of correcting errors in the early stages of change. As
such, instability in the debugging team can greatly reduce the efficiency of it against correcting
errors.
Since the effectiveness of error correction may decrease with the increase of the number of
identified errors, the error reduction factor may be defined as the constrained relationship
between the number of detected errors and the error reduction factor is modeled as a decreasing
exponential function of (t). This formulation is derived from the defined characteristics of the
error reduction factor and the number of modified errors (t) can be described as follows [20]:
L5 = qehm® (7)
where g denotes the first value of this parameter which is the first error reduction factor,
describing the ratio of the initial rate of error correction to the initial rate of error detection,
while B is the reduction coefficient that defines the declining curve of the rate. Thus, the
expression of error reduction stated in this formula (7) is quite stable. Under this assumption,

if ¢ - 0,m(t) tends to be 0 and :;,(("2) tends to be q.




(ii) Rate of Error Introduction

Here, the aim is to develop a constrained regression model between the total error count and
the parameters that guide it (t) and the modified error count (t) which will be used in order to
find the dependency of the detected error count (t).
Turning to the problem of new error incorporation, one should figure out that new errors occur
not during the error detection stage but during the process of modifying existing ones. In
general, it has been discovered that no matter how successful modification attempts are during
the debugging process, the probability of creating new errors rises simultaneously with the
number of attempts. In some occasions, it may require multiple debugging to complete fix this
problem which increases this risk. Because the occurrence of new errors coincides with the
continuous modification of errors, it is reasonable to express the change rate of residual errors
through a dynamic process covering both the generation of new errors and the modification
process of errors. Therefore, it would be wrong to describe the change rate of residual errors as
x' (t); rather, it must be defined as [a(t) — x(t)]’ If the total number of errors is taken to be
constant and equal to a(t) = a,, then x’ (t) and [a(t) — x(t)]" essentially convey the same
mathematical and physical significance. We call [a(t) — x(t)]" as the first derivative of the
generalized MSD, containing an estimate of the speed at which error is being reduced.
Given that the number of residual errors typically decreases over time, we assume that the
average ratio between the error introduction rate and the rate of change of generalized residual
errors is —p, the differential relationship between the total number of errors a(t) and the
modified number of errors x(t) can be expressed as follows:

_d® —p (8)

[a(®)—x(O)]'
Eqg. (8) indicates that as the intensity of generalized modification increases, the likelihood of
the error input rate also rises.

(iii) Fault detection rate per error
In this section, we propose that the error detection rate for each error follows an exponential
linear function of time t. However, it should be noted that the detection rate for each residual
error in the software is not uniform. Consistent with our current assumption, we also consider
that all errors associated with the remaining defects will be detected at the same discovery rate
at a given time. However, we further recognize that the detection rate for each error may
diminish over time. The underlying causes of this decline are as follows:

1. This is illustrated in Section 1 where most of the authors pointed out that the so called
‘learning’ process does not normally happen in real life industrial and testing scenarios,
lack of resources and non-operational skills.

2. Since there are only a finite number of detection conditions and methods, and since
there is often very little testing experience, it becomes increasingly difficult to uncover
latent errors resident in large, complicated programs or abstract data types as time
passes.

3. There is potential for degradation in the effectiveness of fault detection because of the
large amount of work required for recording, testing and analyzing program behavior,
which can ultimately reduce the reliability of testers. To enhance the flexibility of our
model, we posit that the fault detection rate per error follows an exponential decay with
respect to time t, which can be expressed as follows:

k(t) = be~(@+a) 9)
where b is the initial value of fault detection rate per error and «a define the decay factor.



4.2 An Innovative SRGM and Its Failure Mean Value Function
A. An Advanced SRGM
Taking into account the assumptions outlined earlier, our proposed model for sustainable
human resource management can be summarized as follows:
| Physical errors in the software are: (i) Each fault corresponds to a single error; (ii)
incorporate the NHPP as a model of the occurrence of faults (or failures) in the software; (iii)
it is assumed that debugging (or modification) is initiated immediately once a fault (or failure)
is detected; (iv) Fault detection rate is directly proportional to the number of generalized
residual errors still in the software where the proportionality factor is the generalized direction,
k(t), towards fault detection for each error. This factor is a function of time t, and its behavior
decreases exponentially as the value of time increases. (v) The efficiency of error removal is
expressed using an error reduction factor in the form of an exponential linear function of the
number of detected errors m(t). (vi) The error introduction rate is directly proportional to the
rate of change of generalized residual errors hidden within the software, with the
proportionality factor being —p.
According to the aforementioned assumptions, our proposed SRGM is expressed as follows:
m'(t) = k(@) [a(®) —x(@®)] (@)
x'(t) _ ..
Zo=ae O )
a' ()
@@ P (i)
k(t) = be~(@+ad) (iv)
That is, through solving Four Equations above simultaneously under some initial conditions,
one can obtain the corresponding solution, namely the mean value function (MVF) m(t). In
our case, we follow that, to articulate the explicit failure MVF, we can present the following
theorem:
Remark 1: Given that the failure MVF, fault removal efficiency, error introduction rate, and
fault detection rate per error conform to the relationships expressed in Eq. (10), under the initial
conditions,n(0) = 0,x(0) = 0 and a(0) = a,, the failure MVF is derived as follow:

[Bao—q(l—p)*ge_“[l— e 9t

(10)

n(t) = 5 In fao e —aQp) (11)

Bao—q(1-p)

B. Further Analysis of Failure Mechanisms in MVF
In this section, we further explore the failure mechanisms of MVF and present several
deductive results.

e In (11) once the time t goes to infinity, then n(t) will converge to upper bound, i.e.,

b _
pag el 010 e )
Bao—q(1-p)

e Under the assumed initial conditions n(0) = 0 and x(0) = 0, an identity x(t) =
%[1 — e~Fm®] can be followed by differentiation, directly from (10). (ii) Substituting

Eqg. (11) into followed identify, we can get the number of modified errors shown in Eq.
(13).

lim n(t) = % In (12)

t—>oo

x(0) = 4 [1 - fao=aCp) ] (13)
- q(1-p)

T

e Under the initial condition a(0) = a, substituting Eq. (13) into (10) (iii), we can get
the total error number:



pq
B

e If « = 0 (This implies that the fault detection rate per error is approximately constant.
Therefore, Eq. (11) can be rewritten as:
N A
() = B ln[ Bao-a(1-p) (15)
e In Eq. (15), if p —» 0 (This indicates that the error introduction rate is approximately
zero). Therefore, Eq. (16) can be rewritten as:

_ 1 [BagelPao—arbe™®] _ "]
n(t) = 5 ln[ o (16)

e Under the conditions of « —» 0 and p — 0, the limit fa, — q is satisfied based on (10)
(ii). So, in Eq. (16), if b —» 1, Bay — q we can obtain a general expression:
n(t) = %ln[l + Bage %t] @an

Eq. (17) represents the Logarithmic Poisson Execution Time Model (LPETM) [21]. In this
context, our proposed model, derived from Eq. (10) and incorporating novel perspectives can
be viewed as a generalized form of the LPETM. Specifically, Eq. (17) describes an infinite
fault model. However, by considering factors such as error introduction, error reduction, and
the decrease in fault detection, the new model derived in Eq. (11) combines the concave model
with the infinite fault model. This new model retains the characteristics of the infinite fault
model while converging to an upper bound.

a(t) = ag +px(t) = ap +

1— Bao—q(1-p) ] (14)
- q(1-p)

T

5. ESTIMATION PARAMETERS
In this section, the parameters of the proposed model are estimated using two approaches:
Modified FFANN and CO.

5.1. Parameter Estimation Using Modified Feed-forward Artificial Neural Network

(FFANN)

This section outlines the initialization and training process of a feed-forward artificial neural
network (FFANN) to estimate the parameters of the proposed model. The procedure is
summarized as follows:

(i) Initialization:

e Input data (t) is prepared and normalized. Each input represents a feature fed into the
input layer neurons.

e Network parameters or weights are initialized randomly and, in most cases, the initial
Vault values are assigned according to a uniform distribution. These are the synapses
and the options that can exist between neurons, as well as the potential for changing it.

(i1) Network Architecture:

e A multilayer FFANN is employed, with two hidden layers: the first containing six
nodes and the second nine nodes. This configuration was determined experimentally to
outperform alternatives with one or three hidden layers.

e The network’s output layer contains a single neuron, predicting n(t).

(iii) Forward Propagation: Every neuron uses its input, multiplies it by some weights,
add a bias and apply an activation function n(t).. Inputs from the first layer go as inputs
to the second, third still to the final layer that will give an output.

(iv) Loss Function:

e The mean squared error (MSE) between the predicted (72(t) and observed (n(t)) values
is calculated: MSE = YT, (y; — A(t;))?.
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e A lower MSE indicates better model performance.

(v) Training Process:

e The network iteratively updates weights and biases using backpropagation and
optimization algorithms.

e Gradient descent or advanced methods (e.g., inverse Hessian-based updates) are used
to minimize the loss. The updates follow:

Tk new = Tkold — aMk_lgk’
Chnew = Ckota — aMy ' gy,
where g, is the gradient, M, ~is the inverse Hessian matrix,  is the weight, and ¢ is the bias.

(vi) Layer-Specific Updates:

e Weights and biases in the first and second hidden layers are updated iteratively,
ensuring convergence:

Wk new = Wi ota — |Li L + b 1] lgk'
Cienew = Cota — [Lic’ L +b 117 gy,
where w is the weight of hidden layer and c is the bias.

(vii) Stopping Criteria:

e Training stops when the MSE reduces below a predefined threshold (€) or after a
maximum number of iterations.

e If MSE,., < MSE,,4, parameters are refined; otherwise, adjustments are made to the
optimization step size.

(viii) Output: Final weights, biases, and the trained model are used for parameter
estimation and prediction.

5.2. Parameter Estimation Using Crow Optimization algorithm (CO)
This section presents the initialization process of the CO algorithm for estimating the
parameters of the proposed model. The procedure is summarized as follows:

(i) Initialization:

1. Define the search space for each parameter (5, a0, q,p, b, @, a).
2. Initialize a population of crows (solutions) randomly within the parameter bounds.
3. Assign a memory to each crow to store its best position (best parameter set).

(ii) Fitness Evaluation: For each crow, calculate the fitness using the given equation (t)
by comparing the predicted values with observed data (e.g., using Mean Squared Error
or RMSE as the fitness function).

(iii) Movement: Each crow moves based on Eq. (1).

(iv) Memory Update: Update the memory M; if the new position x; (t + 1) is better (lower
fitness value).

(v) Stopping Criterion: Repeat the movement and memory update steps until the
maximum number of iterations is reached or convergence is achieved.

(vi) Best Solution: The crow with the best fitness value holds the optimal parameter
estimates.

6. SIMULATION

Simulation is one of the study approaches that are used to study exact or hypothetical systems
or processes by mimicking their behaviour through a model. As an adaptive system, it allows
researchers to analyse the performance of one or many factors within a system and simulate
experimental conditions without actually testing it out. Real world testing can often be
impractical if not impossible, cost prohibitive or take too long to complete. Based on the analysis
of various parameters and performing several experiments, simulation provides understanding
of system behaviour, confirmation of theory and model assumptions, as well as improvement of
decision-making in numerous fields of engineering, economics, and software systems.
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After determining the initial values for the parameters, these values were systematically adjusted
in relation to the sample size and evaluated across multiple program iterations. Sample sizes of
n=20, 50, and 100 were analysed, along with various combinations of parameter values,
including (a=b =0.5, a = =0.6&N =c = 0.7). The results, summarized in Table 2,
show that the proposed model consistently achieves lower RMSE values compared to alternative

models.

No. Model Sample | pygp | SAMPle | pyep | SaMPle | pyer
size(n) size(n) size(n)
1 G-0 1.5095 0.9547 0.6751
2 D-S 1.0274 0.6498 0.4595
3 I-S 1.0612 0.6711 0.4746
4 H-D 1.2189 0.7709 0.5451
5 Y-E 0.8061 0.5098 0.3605
6 Y-R 20 8.1229 50 5.1374 100 3.6327
7 Y-1-D1 6.7338 4.2588 3.0115
8 Y-1-D2 0.5791 0.3663 0.2590
9 P-N-Z 1.2867 0.8138 0.5754
10 H-K-L 1.2349 0.7810 0.5522
11 Suggested Model 0.0637* 0.0403* 0.0285*

Table 2. The Simulated RMSE of each model listed in table 1. Estimating parameters with various sample sizes
and estimation techniqgueswhena =b =0.5; a = =06 &p =q = 0.7;

7. TESTING AND DISCUSSION

From an application perspective, model quality, which always is regarded to be vital, is
normally determined by the following comparisons. Thus, in this section, we will evaluate the
tests and their outcomes following several critical evaluation indices that form part of the
research objectives.

7.1. Evaluation criteria for the model
The effectiveness of a model is typically assessed by evaluating its fitting capability and
predictive power using specific criteria. As a common statistical parameter, the Sum of Squared
Errors (SSE) criterion is used to calculate the squared sum of the errors between the fitted data
and the original data points. It is described as follows:
SSE = X1 X[V - mj(ti)]z (19)
The ability of the model to maximize the likelihood function can be evaluated using the Akaike
Information Criterion (AIC), which is defined as follows [22]:
AIC = =21In(L Epgy) + 2N, (20)
Here, L E, 4, represents the maximum value of the logarithmic likelihood function, and N
denotes the number of parameters in the model. The Bayesian Information Criterion (BIC),
which imposes a larger penalty term than AIC to prevent model overfitting at high precision,
is defined as follows [23]:
BIC = —2In(L Epuy) + Nlnn (21)
where, n denotes the number of samples.
Additionally, the coefficient of determination (R-squared) [24], used as a measure of the
correlation in regression analysis, is defined as follows:
2 _ 2?:1[7?1(’-7)— m;]?
R*=1- Zy'zl[mi_ Mapel? (22)
Were, m; represents the number of faults identified over time t; , 7i.(t;) is the projected number
of faults over time t;, and m,,, is the average value of m;. High quality of the estimated models
is characterized by small values of SSE and AIC, as well as large value of R?.
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7.2.  Test Outcomes for Multiple Cases

In the following section, we utilize two datasets available to the public domain to establish the
usefulness of the proposed model. First, we used the FFANN and CO algorithms to choose a
portion of each dataset to fit the model. Subsequently, using the model parameters generated
hitherto, the failure MVF is applied with a view to predicting subsequent values for the
variables in the augmented model. Last but not the least, by comparing the fitting performance,
prediction and reliability of these cases, we evaluate the effectiveness of the new model.

Case 1: Failure Information from Tandem Computer Company's Software Product

In this study, we analyze a fault dataset [25] from the first version of a software product
developed by Tandem Computer Company. To ensure consistency in our analysis, we select
the first 9 samples from the dataset to estimate the model parameters outlined in Table 3. These
estimated parameters are then used to apply the proposed model, allowing us to predict the
expected number of residual faults in the software at specific time points, and we compare
these predictions with the actual error counts. Additionally, we present reliability predictions
for several mission intervals and assess the comparative reliability of various models across a
defined mission time. The analysis is conducted based on the parameter estimates provided in
Table 4.

Week Cumulative testing time Found fault
(CPU hours) number
1 519 16
2 968 24
3 1430 27
4 1893 33
5 2490 41
6 3058 49
7 3625 54
8 4422 58
9 5823 69

Table 3. Processed failure data we select the first 9 samples from the dataset [25]

Methods a, P q b a B
FFANN 116.23 0.7704 0.9968 1.9531x107* 1.4099 x10~* 2.2611 x1072
CO 112.24 0.6605 0.8869 1.7521x107* 1.4088 x10~* 2.2401 x1072
Table 4. FFANN and CO solutions using the initial 9 samples from the fault dataset [25].
Methods
Models FFEANN Co
SSE AlIC BIC R? SSE AlIC BIC R?
G-0 6.2152 | -110.5223 | 112.6789 | 0.9999 7.2152 | -120.5223 | 122.7789 | 0.9441
D-S 0.9881 | 105.7840 | 114.8901 | 2.4771 | 10.9881 | 115.7840 | 124.9901 | 3.6087
I-S 6.3316 | -69.3942 | 116.2345 | 0.9995 7.3316 | -79.3942 | 126.3345 | 0.9362
H-D 6.2152 | -108.5223 | 118.6789 | 0.9999 7.2152 | -118.5223 | 127.7789 | 0.9441

Y-E 369.8825 | 59.6157 | 120.4567 | 0.7170 | 379.8825 | 69.6157 | 130.5567 | 0.8390
Y-R 369.8825 | 59.6157 | 122.6789 | 0.7170 | 379.8825 | 69.6157 | 132.7789 | 0.8390
Y-1-D1 8.6652 | 222.1159 | 124.8901 | 1.0556 9.6652 | 232.1159 | 134.9901 | 8.3679
Y-1-D2 29.9675 | 181.7257 | 126.2345 | 139.2307 | 30.9675 | 191.7257 | 136.3345 | 11.9480
P-N-Z 77.0911 | 183.4919 | 128.6789 | 137.6009 | 78.0911 | 193.4919 | 138.7789 | 10.2768
H-K-L 8.0000 | 138.2900 | 130.4567 | 9.7135 9.0000 | 148.2900 | 140.5567 | 9.7146
New Model | 5.8074 -2.8875 | 110.4567 | 0.6766 6.8074 -3.8875 | 120.5567 | 0.7732
Table 5. Fitting and prediction results derived from different models using the fault dataset, including those
using FFANN and CO approaches [25].
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From the SSE and R? values presented in Table 5, it could be seen that the new model boasts

a well-executed fitting and prediction performance. The new model is actually the best. Thus,

as seen with the results in the above work, despite the fact that the PVs derived from the new

model are usually less than the true values, on this data set, this work is more efficient than

others. The following analyses and conclusions are provided:

1. Upon completing the testing phase, the final predicted value of the new model is nearest to
the actual value.

2. In the next application phase, the new model shows superior forecasting ability relative to
the other models.
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Figure 1. The fitting and prediction curves for various models, including those based on FFANN and CO, are
constructed using the first 9 fault data points from the dataset [25].

Based on Equation (4), the reliability growth curves shown in Figure 2(a) are provided for
subsequent discussion. Experimental mission times of 50, 100, 200, and 500 were chosen with
an MTBF of 500 CPU hours. As the test time advances, the reliability of the current software
version improves, which prove the diminished quantity of the newly emerged faults during
testing. However, reliability differs with the time of use; As the duration of use increases, the
corresponding reliability decreases. A marked evolution is observed over time and yet the
systematic safety is not reassuring. For example, the first curve is they have larger reliability
for latter test stage but get small mission time. On the other hand, the last curve shown as
squares illustrates the case when mission time is also increased, but reliability in later test stages
is rather low. This limitation is again supported by the number of new faults that are identified
during the operational phase.

In Figure 2(b) the reliability curves of models D-S, Y-R and H-K-L are characterized by a steep
drop during testing phase and rising steeply to one at different rates during some phase of
testing phase. Such counter logical behavior means that these models with their inverted
reliability characteristics are arguably not well suited to this failure dataset. Furthermore, the
reliability curve of the proposed model exhibits a slow rise from a comparatively low initial
point, which is more realistic and safer to assess reliability. These features prove the
appropriateness of the proposed model for the present dataset and its high effectiveness in
estimating software reliability.
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Figure 2. Reliability curves based on the proposed model are illustrated in (a), while (b) presents the reliability
curves of various models under a mission time of At=100 CPU hours.

Case 2: Failure data obtained from IEEE Standard 1633™-2016

In this section, a standard fault dataset from IEEE Std 1633™-2016 [30] is used to evaluate the
fitting and predictive capabilities of the proposed model. This dataset does not include fault
times between failures; instead, the dataset provides the cumulative number of faults along
with their corresponding test hours per day. Accordingly, we model the cumulative fault counts
as a function of the cumulative test hours. For validation purposes, the first 21 out of 29 fault
records are used for model fitting, while the remaining 8 records are reserved for prediction.
Additionally, given the mean time between failures (TBF) of 24.9524 in this dataset, the
reliability levels of several models are compared using selected TBF values close to this
benchmark.

Table 7 provides the estimated values of the model parameters of the first 21 data points of the
faults. The fitting and the predictive curves as well as the reliability level are displayed in the
Figures 3 and 4. Also, Table 8 presents the values of the fitting and predictions besides other
evaluation criteria such as AIC, BIC, SSE, R?.

Cumulative testing | Cumulative | Cumulative testing | Cumulative
time (usage hours) faults time (usage hours) faults
8 1 200 30

24 2 208 32
40 5 216 34
48 7 224 36
64 9 232 40
80 11 240 41
88 12 304 43
152 14 344 44
160 23 360 45
168 24 416 46
192 25

Table 6. From the processed failure data, we select the initial 21 samples from the fault dataset [30] for analysis.

= ~ =

Methods a, P q b a B
FFANN 206.550 0.05843 0.71054 8.4757x10~* 1.6831 x1073 1.4673 x10~2
CoO 202.440 0.04954 0.82265 7.3646x10~* 2.6841 x1073 1.3562 x10~2

Table 7. FFANN and CO solutions using the initial 21 samples from the fault dataset [30]
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It should be noted based on figures presented in Table 8 that the values of SSE and R? of the
proposed model is lower than other models. It is seen that since the proposed model has 6
parameters in all, greater than most models except for H-K-L, one has a less favorable weighted
evaluation index (AIC or BIC) as it represents the tradeoff between fitting accuracy and model
complexity. Nevertheless, the SSE (prediction) and predictive values show that the proposed
model has a better fault prediction performance. Moreover, the curves in figure 3 further
complement the quantitative result by visually indicating the predictive performance, that in
turn gives an insight of which model is better.

Methods
Model FFANN CO
SSE AIC BIC R? SSE AIC BIC R?

G-O 5.2152 -120.5223 | 102.6789 | 0.8999 | 68.0699 | 38.6963 | 132.7789 | 0.8463
D-S 8.9881 115.7840 | 104.8901 | 2.5771 206.60 | 100.3662 | 134.9901 | 0.6637
1-S 5.3316 -79.3942 | 106.2345 | 0.8995 | 49.5567 | 34.0305 | 136.3345 | 0.8881
H-D 5.2152 -118.5223 | 108.6789 | 0.7999 | 68.0699 | 30.6963 | 137.7789 | 0.8463
Y-E 359.8825 | 69.6157 | 110.4567 | 0.8170 238.99 | 155.7782 | 120.5567 | 0.9470
Y-R 359.8825 | 69.6157 | 112.6789 | 0.8170 238.99 | 155.7782 | 122.7789 | 0.9471
Y-1-D1 9.6652 232.1159 | 114.8901 1.1556 728.04 | 177.1712 | 124.9901 | 0.3433
Y-1-D2 28.9675 | 191.7257 | 116.2345 | 129.2307 | 187.46 | 148.6781 | 126.3345 | 0.3151
P-N-Z 76.0911 | 193.4919 | 118.6789 | 127.6009 | 176.34 | 149.3941 | 128.7789 | 0.8054
H-K-L 9.0000 148.2900 | 120.4567 | 8.7135 211.57 | 108.8653 | 130.5567 | 0.7759
New Model 4.8074 -3.8875 | 100.4567 | 0.5766 | 58.6136 | 24.9021 | 120.5567 | 0.2729

Table 8. Fitting and prediction results derived from different models using the fault dataset, including those
using FFANN and CO approaches [30], are presented.

Prediction results can be grouped into two categories: Specifically, models such as G-O and
H-D are likely to overestimate contingencies owing to their restricted parameters and less
versatility as compared with additional models for instance D-S, I-S, Y-R and H-K-L that on
the other hand underestimate contingency trends. In general, these latter models have many
more parameters and are very variable with potential Overfitting, resulting in early
convergence of the prediction function. The H-K-L model, which has the same number of
parameters as the proposed model, has almost negligible changes in the predictions during the
last stage.

As with the previous S-shaped models, the S-shaped production-front SMs also prove
proficient for fitting S-shaped fault trends particularly in the early and middle phases of the
trend but give way in terms of predictive prowess because of the discerned growth trend in the
later segments of the dataset stream. As compared to the proposed model and Y-E, which have
concave forms of their functional relationships, the latter demonstrate greatest ability to depict
the above trend of growth at later periods. While fitting curves for datasets with mixed S-
shaped and growth characteristics, these models demonstrate better trend description and
prediction accuracy.
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Figure 3. Fitting and predictive curves of several models, including those developed using FFANN and CO, are
based on the first 21 fault data points in the fault dataset [30].

Reliability vs. Cumulative Failure Time

. ; Reliability vs. Cumulative Failure Time

—*—At=5 —6—G-0
09 At=25 D-s
—B—At=45 —A—|S
0.8 |{—&A—At=65 —#—H-D
Y-E
0.7 —A—Y-R
—o—v-1
> 0.6 > —a—vY-2
= =
3 5 P-N-Z
s 05 s —o—H-K-L
K] Kl = = =New model
& o4t ©
0.3
0.2
0.1 0.1
- B L L | | 1 L L i 0 L L L L L | L L
0 50 100 150 200 250 300 350 400 450 0 50 100 150 200 250 300 350 400

(A) Cumulative failure time (different mission time At) B) Cumulative failure time (mission time delta t=25) (usage hours)

Figure 4. Panel (a) illustrates the reliability curves derived from the proposed model, while panel (b) depicts the
reliability curves of various models evaluated under a specified mission time At=25 usage hours.

The gradual increase of this parameter as well as the low resultant reliability values shown in
Figure 4(a) indicates that the reliability of the software is less than its optimum during the data
collection phase of faults. It can be seen in the graph 4(b), the reliability values of the proposed
model are at moderate and it is slightly close to the values of Y-E, Y-I-D1 and Y-I-D 2.
However, other models such as the G-O and the H-D have comparatively lower reliability
coefficients which are on a gradually rising platform.

On the other hand, there is abnormal behavior of D-S, I-S, Y-R and H-K-L models where the
reliability values are rising steeply to 1 at the middle testing phase and then again constant at
the later phases. Furthermore, some models: H-K-L, P-N-Z, Y-R, I-S, D-S, which are presented
in both tables, demonstrate a rather low reliability during the initial test stage, despite a general
progression in the subsequent stages.

8. FURTHER WORK

Inherently the nature of most software reliability models appears to have stringent assumptions
that cannot perfectly accommodate an actual operating environment. Indeed, in our case,
typical software processes, such as fault detection, error correction, and error introduction,
exhibit distinct stochastic characteristics in practical applications. In this study, the
proportionality coefficient (-p) which establishes the relationship between the error
introduction rate and the rate of change of generalized residual errors is not flexibly and
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exhaustively represented. In turn, we have identified several ideas for continuation of the
current work, which are based on preemptive priority queuing models [31, 32] and queuing-
based simulation strategies [33, 34] in particular concerning error modification, learning effect
and utilization of testing resources. In particular, we will elaborate on a more rational and
dynamic concept of an error introduction rate per a modified error, which would take into
account both instantaneous error fluctuation rates and the rates of fault detection with respect
to the specific error [35].

Succeeding studies will also explore how errors are generated and fixed (modified) and if the
learning effect is experienced during debugging period; how it affects the total debugging time,
skill of debuggers, and testing phase. We will discuss variation of faults with detectability and
debug-ability, the fact that testing effort and testing time are not directly proportional and other
factors. Mitigating these challenges will not only enhance our knowledge database but also
inform future reliability model enhancements in subsequent phases of the study.

Furthermore, the parameters that were estimated using FFANN and CO in this study are all
point estimates. However, in practical real life most practitioners are interested in interval
estimates where the true parameter lies within a given margin of error at a certain level of
significance. If the sample conditions are met, FFANN produces super consistent estimation
and is asymptotically normally distributed and the above distributions can be used to make
confidence intervals about the parameter estimates. In more than one parameter, interval
estimation can be derived, at times, from the Fisher information matrix [36-41]. In its standard
form, the application of this method is not possible for small or moderate sample sizes since
the normality assumption is almost always violated. In similar scenarios, potential solutions
will be explored in subsequent research endeavors in order to minimize this weakness
effectively.

9. CONCLUSION

The Based on novel modeling perspectives, encompassing the methodology, structural

analysis, parameter interpretation, and performance evaluation validation, and comparative

evaluation within the scope of this research, several conclusions can be drawn:

(i) Different from ordinary generalized imperfect debugging NHPP models and the proposed
LPETM, the present work enhances the LPETM to a superior generalization. It adequately
defines the dynamics of an infinite number of faulting scenarios but remains ultimately
bounded.

(if) The developed failure MVF showcases a high capacity for effectively modeling fault data
within a specified range and level of detail. Moreover, it demonstrates superior predictive
accuracy compared to certain established models in short-term fault forecasting for
targeted datasets.

(iii) The proposed model is a relatively effective SRGM. Its predictions generally align well
with the actual operational trends of the software. Overall, the SRGM developed in this
study enriches the diversity of existing models.

(iv) The FFANN parameter estimation method exhibits superior performance compared to the
CO algorithm.
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