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ABSTRACT
A widely used strategy in the design of block ciphers is the generation of key-dependent substitution

boxes (S-Boxes), i.e., secret S-Boxes that depend randomly on the cipher key, guaranteeing security
due to the uncertainty provided by the randomness of the S-Box during the encryption process and
not due to its cryptographic properties. On the other hand, in the specialized literature there are
several methods to construct cryptographically strong S-Boxes to be used in block ciphers, however,
the S-Boxes built by such methods are fixed and need to be generated beforehand. Inspired by finding
key-dependent S-Boxes with good cryptographic properties, we present in this paper a new strategy
to generate key-dependent and cryptographically strong 8-bit S-Boxes from 4-bit permutations and

heuristic search.
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RESUMEN
Una estrategia ampliamente utilizada en el diseno de cifradores de bloque es la generacién de cajas

de sustitucién (S-cajas) dependientes de la llave, i.e., S-cajas secretas que se generan aleatoriamente
dependiendo de la llave de cifrado, garantizando seguridad debido a la incertidumbre que provee
la aleatoriedad de la S-caja durante el proceso de cifrado y no por sus propiedades criptograficas.
Por otra parte en la literatura especializada existen varios métodos para construir S-cajas fuertes
criptograficamente, sin embargo, las S-cajas construidas por estos métodos son fijas y necesitan ser
generadas a priori. Inspirados por encontrar S-cajas dependientes de la llave con buenas propiedades
criptogréficas presentamos en este trabajo una nueva estrategia para generar S-cajas de 8 bits que
dependen de la llave y son criptogréficamente fuertes a partir de permutaciones de 4 bits y bisqueda

heuristica.

PALABRAS CLAVE: S-cajas de 8 bits, permutaciones de 4 bits, dependencia de la llave, busqueda

heuristica.

1. INTRODUCTION

Key-dependent S-Boxes have been used in the design of block ciphers since the very beginnings of
modern cryptography. In the early 70s, the block cipher Lucifer [42] used key-controlled S-Boxes to
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provide 16 bits of extra security. Later, other block ciphers like Khufu [40] in 1990 and Twofish [6]
in 1998 were presented by its designers with key-dependent S-Boxes. Besides, dynamic modifications
of known block ciphers with key-dependent S-Boxes are the variant of the soviet standard Magma
presented in [45], the variants of Serpent [3] presented in [24, 33] and the variants of the advanced
encryption standard (AES) [14] presented in [7, 34, 43].

Of course, the previous are not the only examples that can be cited, in [8, 30] the authors present a
survey of dynamic block ciphers with key-dependent S-Boxes. Moreover, in the course of 2021 several
new methods to generate key-dependent S-Boxes have been proposed in the specialized literature
[17, 25, 26]. Unfortunately, as the security of this approach lies in the uncertainty provided by the
randomness of the S-Box, not always key-dependent S-Boxes are cryptographically good S-Boxes,
reason why many researchers prefer to use fixed (not secret) S-Boxes having good cryptographic
parameters rather than key-dependent ones.

With regards to the generation of fixed S-boxes with good cryptographic parameters, the literature
survey contains four general approaches to build these S-Boxes: algebraic constructions, pseudo-
random generation, heuristic search and constructions from small S-Boxes. In the first case S-Boxes
are built by means of well known algebraic rules, like the S-Box of the standard AES [14]. In the other
hand, pseudo-random S-Boxes are generated following a series of independent experiments, like the S-
Box of the standard of the Russian Federation Kuznyechik. In addition, heuristic techniques work on a
set of S-Boxes searching for the improvement of one or more of their cryptographic properties [22, 27].
Finally, the construction of S-Boxes from small ones and finite field multiplication allow the generation
of high nonlinear substitutions with optimal algebraic characteristics [15, 18]. All these methods have
their own advantages and disadvantages. Thus, every year the search for new and cryptographically
better S-Boxes is a widely researched field. In this fashion, this paper introduces a new strategy to

generate robust key-dependent 8-bit S-Boxes mixing some approaches from the existing literature.

2. PRELIMINARIES

Let F7 the n-dimensional vector space over the finite field F, with two elements, 0 and 1, let 0 =
(0,0,...,0) be the null vector of F% and furthermore, we denote F3* = F2 \ {0}. For n € Z ! let Fan
denote the field with 2™ elements. Such field is defined as the set of polynomials with coefficients from
F, and degree at most n — 1. The field addition is the usual addition of polynomials, and the field
multiplication is the multiplication of polynomials modulo a fixed irreducible polynomial of degree n.

It can be summarized by the isomorphism
Fon 2 Fy[X]/P(2),

where P(z) is an irreducible polynomial, i.e. P(x) cannot be factored into polynomials of strictly
lower degree.

For any n € Z,, the vectors from F5 can be interpreted as integers, such that the leftmost bits

IThe notation Z4 denotes the set of positive integers. For n € Z4, Z,, denotes the set {0,1,2,...,n — 1}.
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correspond to the most significant bits. Let u € Iy, then, the same vector can be written as follows:

n—1 n—1
u=(ug,...,up—1) € Fy, & ZuiX"ﬂA eF[X], & u= Zuﬂ”fl*i € Zop,.

i=0 i=0
2.1. S-Boxes and their representations

An (n,m)-function F is a mapping from Fy into F3', ie., F : Fy — Fy*. When m = 1, F=f is
called a Boolean function and if m > 1 the function F' is known as vectorial Boolean function or
substitution box (S-Box), which very often is denoted by S. Any substitution box S, can be defined
as the vector S = (f1, f2, ..., fm) where the Boolean functions f; : Fy — F, are called the coordinate
functions of S. The set of all linear combinations of the coordinate functions is called the component
functions of S, and they are involved in the determination of most of the cryptographic properties of
the substitution [10].

Any substitution S : F% — FJ* can be represented as a list of values (lookup table) with each output
value ranging from 0 to 2™ — 1. Altogether, the S-Box can be represented as the binary matrix of 2™
rows and m columns, where each column represent one of the coordinate functions of the substitution,
which is known as truth table. In addition, the n-bit S-Box S can be represented as a univariate
polynomial in Fon [X] as follows [10]:

2n—1
S(X)= > AX' A; € Fyn
i=0

This polynomial representation is unique, since if not, there would exist two distinct polynomials of
degree less than or equal to (2" — 1) taking the same value at 2" distinct points, which is impossible.
One should note that the univariate representation is dependent on the basis chosen for identifying F%
and Fon [10]. Finally, we refer to the algebraic normal form (ANF) representation of each component
function of one substitution S, given that the algebraic degree and the algebraic immunity of both,
Boolean functions and S-Boxes, is related to this representation. Let f : Fy — F, be an arbitrary
n-variable Boolean function. For some fixed i = 0,1,...,n — 1, f can be written as a sum over Fy of

distinct t-order products of its arguments, 0 < ¢ < n — 1. This is called the algebraic normal form of

f[15].

2.2. Relevant properties of S-Boxes

Let S : F§ — 3" be a substitution box, S is said to be balanced if each value 2 € F3* appears the
same number of 2"~ times. When n = m, it is usual that S is a bijective mapping from F% to itself,
i.e, that each output appears exactly once. These S-Boxes are called permutations on Fan [11] and in
what follows we restrict ourselves to the study of such S-Boxes.

For any u,v € Fy the Walsh-Hadamard transform Ws(u,v) of an n-bit S-Box § is defined as [11]:

Ws(u,v) = 3 (<1) S 1)

z€Fy
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where (x,y) = EB:-L:_Ol x;y; is the scalar product of the vectors z,y € F3. Here, @ represents the

addition modulo two or bitwise eXclusive OR (XOR). The property of nonlinearity is directly related
to the maximum absolute value of the Walsh-Hadamard transform of S and it can be expressed as:
1
—on-1_ = 2.2
Ns 2 0% Ws (1, 0) (22)

According to Nyberg [36], for any function S : F§ — FJ and any u,v € F§ one can define
As(u,v) =#{x € F} : S(x du) ® S(z) = v}
and the differential uniformity (also called §-uniformity), denoted by ds, is defined as:

0g = A . 2.3
s = o max,, s(u,v) (2.3)

For any n-bit permutation S, the §-uniformity of S satisfies the following inequality ds > 2, as
explained in [10, 11, 36].
Recall the representation of Boolean functions and S-Boxes in their algebraic normal form. The
algebraic degree of a Boolean function f : F} — F, is the maximum order of the terms appearing
in its algebraic normal form. Hence, the algebraic degree of a substitution box § : Fy — F3 is
the maximum algebraic degree of its component functions [11]. Moreover, one should note that the
minimum degree of S, i.e. the smallest degree of the component Boolean functions of S, must be as
high as possible [15]. In this paper we denote such degree as deg(S). For any n-bit S-Box S, the
following inequality holds [15]:

1<deg(S)<n-1 (2.4)
The annihilator of a Boolean function f : F§ — F, is a Boolean function g : F§ — F, such that
f g =0 [15]. For any Boolean function f, the algebraic immunity of f is the minimum value d such
that f or f @ 1 has nonzero annihilator of degree d. There are different definitions of the algebraic
immunity of S-Boxes [11]. Particularly, we focus on the concept of graph algebraic immunity. Let

S : F4 — F% be an arbitrary permutation. The graph algebraic immunity of S is defined as [15]:

Al (S) = min{deg p|0 # p € Falz1, ..., 22, ], p(gr(S)) = 0} (2.5)

where gr(S) = {(z,S(z))|z € F3} C F2". In [5], some bound on the values of the algebraic immunity
is given such that the graph algebraic immunity of S is upper bounded by the value d, which is the
minimum positive integer that satisfies:
d

> (%) > 26)

i=0
There exists certain methods of analysis of block ciphers exploiting the existence of polynomial rela-
tions involving the input z of the S-Box S and its output S(x) (see [11])and, in order to increase the
strength of a block cipher against these methods, we need to maximize the graph algebraic immunity
parameter.
Two n-bit S-Boxes S; and Sy are linear (resp. affine) equivalent if there exist linear (resp. affine)
mappings Aj, Ao, such that So = As 0 S7 0 Ay. It is well-known that d-uniformity, nonlinearity and
(minimum) algebraic degree remains invariant under linear (resp. affine) equivalence [11].

Finally, an element z € F} is called a fized point of an n-bit S-Box S, if S(z) = =.
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3. STATE-OF-THE-ART ON S-BOXES

The most popular way to construct cryptographically good S-Boxes is the generation based on the
inversion in the finite field Fon as remarked in [27]. For instance, the S-Box of AES was built using
this kind of construction, which achieves the best known values for algebraic degree, nonlinearity and
differential uniformity. Although, the finite field inversion has a flaw with respect to the existence of a
system of polynomial equations with low degree which leads a weakness towards algebraic attacks [13].
Such vulnerability is measured through the property of graph algebraic immunity which is taken
instead of the notion of the component algebraic immunity of S-Boxes [39].

In literature related to S-Boxes one can find a variety of methods which solve the algebraic vulnera-
bilities of the finite field inversion, exhibiting optimal values of algebraic degree and graph algebraic
immunity while values of nonlinearity and differential uniformity of the resulting S-Boxes are not
optimal but are still good [15, 18, 27, 31, 35] (See Table 1). According to authors of [15, 18], among
other researchers, a cryptographically strong 8-bit S-Box S is an 8-bit permutation with absence of

fixed points that satisfies the following cryptographic criteria:
1. Low value of differential uniformity, i.e., s < 8;
2. High value of nonlinearity, i.e., Ns > 100;
3. Maximum value of minimum algebraic degree, i.e., deg(S) = T7;
4. Maximum value of graph algebraic immunity, i.e., Al,-(S) = 3.

Although the nonlinearity values of 8-bit bijective S-Boxes ranges up to a value of 112 and the best
known value of differential uniformity for these permutations is 4 [11], there are no references of
such a substitution which have optimal algebraic characteristics and nonlinearity above 108 and/or
differential uniformity below 6, which today constitutes an open problem for cryptography researchers
around the world [23].

aforementioned problem, instead, we use the proposal from [15, 18], with the best results reported in

It worth to remark that the goal of the present paper is not to solve the

public literature, to generate key-dependent 8-bit S-Boxes having good cryptographic properties.

Table 1: Some of the best results reported in the public literature w.r.t. the cryptographic properties

S-Box S | of AES | from [15] | from [18] | from [27] | from [31] | from [35]
0s 4 6 6 6 8 6
Ns 112 108 108 104 104 104

deg(S) 7 7 7 7 7 7

AL, (S) 2 3 3 3 3 3

of 8-bit S-Boxes generated by different methods and comparison with the S-Box of AES.
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3.1. Generation of key-dependent 8-bit S-Boxes

Most of proposals referring to key-dependent S-Box generation does not take into account the algebraic
characteristics of the results. Furthermore, the values of nonlinearity and differential uniformity of
the resulting substitutions are not good enough to be considered strong S-Boxes. Instead, the security
provided by key-dependent S-Boxes rest in the uncertainty they grant into the encryption process, e.g.
a pseudo-random 8-bit permutation provides approximately 1684 bits of uncertainty but it can have
undesirable cryptographic properties. Such key-dependent S-Boxes are proposed in [1, 19, 32, 41].

Perhaps the best results in this regard belong to key-dependent S-Boxes based on affine transformations
to the original AES S-Box [4, 7, 19, 29, 34] ensuring high nonlinearity, low differential uniformity and
optimal algebraic degree, although they still do not solve the graph algebraic immunity issue. To this
day, how to generate cryptographically strong key-dependent S-Boxes is an unsolved problem in the
specialized literature. In this fashion, recent works as [2, 17, 25, 26] attempt to find a set of good
key-dependent 8-bit permutations, however, a deeper analysis on these papers shows that the results
obtained are still far from the desired ones. Table 2 present the set of properties analyzed in this

paper for various key-dependent S-Boxes of new generation.

S-Box S | from[2] | from [17] | from [25] | from [26]
Ss 4 10 10 10
Ns 112 94 92 96

deg(S) 7

AL,(S) | 2 3 3

Table 2: Comparison between the best results w.r.t. the cryptographic properties of key-dependent

8-bit S-Boxes generated by some of the recent methods presented in the literature.

4. THE CORE OF AN OPTIMIZATION ALGORITHM FOR GENERATING RO-
BUST KEY-DEPENDENT S-BOXES

In this section we introduce the main components of the algorithm we present in Section 5 of this
paper for the generation of robust key-dependent S-Boxes. Firstly, we briefly resume the construction
proposed by de la Cruz in [15] and later we describe the algorithm designed by Freyre in [20] to exploit
the advantages of de la Cruz like constructions to produce high quality 8-bit S-Boxes.

4.1. Generation of 8-bit S-Boxes from smaller 4-bit S-Boxes

De la Cruz introduced in [15] a new method for constructing 2k-bit bijective S-Boxes using k-bit
permutations and finite field multiplications in Fyx. More exactly, this construction uses the permu-

252 gver Fyr and two k-bit permutations h; and hs in such a way that

tation polynomial Py(z) = x
permutations S : Foor — Foax are defined for all I, € For as S(I || ) = ({1 || r1). The output value

(I1 || 1) of the aforementioned construction is computed by the rules:
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hi(l), if r=0; ho(r), if 13 =0;
o [1= o rl =
Pd(l (9 ’I“), if r#0. 1 ® Pd(T), if I3 #0.

where the operator (X)) denotes the finite field multiplication of two elements a,b € Fyr. The concrete
8-bit S-Boxes compiled in Table 1 shows the better results obtained in [15] using the permutations
hi = he ={0,1,¢,9,f,5,¢,2,b,a,4,8,d,6,3,7}. From now on we will refer to this construction as IT

and its high level structure is shown in Figure 1.

ll T

Figure 1: High level structure of construction II.

To test the quality of the 8-bit S-Boxes generated by IT the author of [15] conduct an exhaustive
search over all affine equivalence classes for 4-bit permutations checking that the following properties
holds:

98 <N <108; 6<dg <18

The largest experiment carried out involves a maximum of 220 4-bit permutations with the particular
characteristic that hy = ho = h. Nonetheless, the author shows that it is not necessary that h; = hgy to
obtain 8-bit S-Boxes which satisfy the aforementioned criteria on their properties. In this experiment
the search is aborted if construction IT produces an 8-bit S-Box with nonlinearity value of 108 and
satisfying the remaining cryptographic criteria mentioned in Section 3; however, the statistical analysis
conducted in Section 3 of [20] for the construction IT reveals that the algebraic degree of some S-Boxes
generated by such construction is often equal to 6. Hence, we have decided to check when an S-Box
produced through construction IT entirely satisfies the cryptographic criteria established in Section 3
of this paper, i.e.,
Nu >100; 6p <8 deg(Il)=7; Al,(II) =3

To do so, we select at random 220 different pairs of 4-bit permutations hi, ke, then we apply IT using
h1, ho as underlying components and for each of the generated 8-bit S-Boxes we check their values
of nonlinearity, differential uniformity, algebraic degree and graph algebraic immunity. In Table 3 we

present the number of S-Boxes with a fixed value of nonlinearity that passed the remaining criteria.
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Nonlinearity 100 102 104 106 | 108
Number of S-Boxes | 1063 | 26484 | 52771 | 590 0

Table 3: S-Boxes passing all cryptographic criteria.

As we can see, only the 7.7% of the S-Boxes tested in our experiment satisfy the criteria exhibited in
Section 3. Also, this experiment shows that S-Boxes having nonlinearity 102 and 104 are the common
outputs of construction IT while, in the other hand, we do not find any permutation such that their

nonlinearity value reach 108.

4.2. A simple local search method with good results

Heuristic techniques have been successfully applied to the generation of cryptographically strong
S-Boxes; and particularly, for 8-bit S-Boxes. Most of the research papers on optimization which
achieve the best values of nonlinearity use the help of some functions over the linear spectrum of
the target S-Box to improve the quality of the final results [12, 22, 27, 28, 38, 44]. For instance, the
author of [20] obtains a set of S-Boxes with the best cryptographic parameters reported in [15, 18]
by means of the combination of a novel cost function introduced by Freyre et al. [21] and a simple
heuristic method. The algorithmic proposal of [20] exploits several IT — like constructions of S-Boxes
reducing the traditional search space for 8-bit S-Boxes (with 256! elements) to the search space for
the requested 4-bit permutations (with 16! elements) with the assistance of two mutation operators:
swap and insert [16] whose procedure are presented below.

Let p = (po,p1, -+ ,Pk—1) be a permutation of k elements and 0 < x # y < k — 1 where k > 2, then

pli] if 0<i<k, i#axy
e p; = SwapMutation(p, z,y) <= pi[i] =< ply] if i==z
pla] if i=y

pli] if 0<i<z or y<i<k
e py = InsertMutation(p, z,y) < p2[i] = ply] if i==x
pli—1] if z<i<y

The first of these operators (swap) is used to construct the neighborhood of a given 4-bit permutation
h, while the second one (insert) is used to prevent the algorithm from falling into regions with local
optimum values and continue the search for an S-Box with desired cryptographic characteristics.
Furthermore, after the insert mutation the best S-Box found by the algorithm is set to be the output
of the selected construction, e.g. IT, using the 4-bit component result of the mutation instead of using
the local optimum S-Box reached and therefore avoiding biased comparisons in the next iterations of
the method.

5. PUTTING ALL TOGETHER: ROBUST KEY-DEPENDENT 8-BIT S-BOXES

Recall from the statistical analysis conducted in Section 4.1 whose results are shown in Table 3 that

construction IT produce a good solution in approximately 1 of every 14 resulting permutations and it
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does not frequently produce S-Boxes with the best cryptographic parameters reported for any 8-bit
permutation whose algebraic characteristics are optimal, i.e., nonlinearity and differential uniformity
equals to 108 and 6 respectively [15, 18, 23]. However, the method introduced in [20] explore the search
space of 4-bit components requested by II such that the aforementioned 8-bit S-Boxes are repeatedly

212 golution evaluations. Moreover, this method ensures

produced with an average of approximately
that all of the generated 8-bit S-Boxes satisfies the security criteria established in Section 3. Hence,
we made some modifications to this proposal in order to obtain a set of cryptographically strong
key-dependent 8-bit S-Boxes.

The heuristic method we propose receive as input two pseudo-random 4-bit permutations hq, ho, two
pseudo-random 8 x 8 invertible binary matrices A, B, two binary vectors «, 3 € F§ and the desirable
minimum value of nonlinearity of the 8-bit S-Box that will be produced by the method, Ng. It worth
to remark that all the input parameters of the method are dynamically generated from the underlying
block cipher’s key. Firstly, in the initialization stage we set up all the relative to the optimization
process carried later, e.g, set up the best solution found by the algorithm as the result of applying
construction IT using the 4-bit permutations k1, ho. Then, the optimization phase begins with a search
for any combination of 4-bit permutations h} and h} generated, for given input values i,j € F3, as

follow
e Sy =1II(hy, SwapMutation(hs, 1, j))
e Sy = IT(SwapMutation(hq,4,7), ha)
e S3 = II(SwapMutation(hy,1,5), SwapMutation(hs, 1, j)))

Then we select the best of the S; according to the fitness conditions of our problem. The condition of

improvement of &’ over S is given by the relation:
Ns < Ns: or (Ns: = Ns and Cost(S’) < Cost(S))

where the function Cost(S) is taken from [21].

Again, we compare the best of the S; with the best solution of the algorithm, and if better, the 4-bit
permutations who generate S; substitute h; and hs for the following rounds of the procedure. If
the search do not find any combination of 4-bit permutations h} and h} so that II(h), hf) satisfies
the above condition w.r.t II(hy, ha) then we reset the search process following the procedure of [20]
through the insert mutation whose purpose is discussed in the preceding section. Finally, if the
optimization method reach a pair of 4-bit permutations which guarantees that II(hq, ho) satisfies the
differential uniformity and algebraic restrictions and also its nonlinearity is at least Ng, then the
algorithm returns an affine equivalent transformation of S = II(hq, h2) which is intended to eliminate
a high number of fixed points in the resulting S-Box. The affine equivalent transformation ensures
that the properties of the S-Box holds and solves the problem of minimizing the number of fixed

points. The proposed affine transformation proceed as follows:

S'(x) = EXtAfﬁne[S, .A, B, «, 6](1‘) = A(S(B(SC) D OZ)) D ﬂ, Yz € Fg
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Value of Ng | Average solution | Average time
evaluations (Seconds)
100 334 4.273
102 346 4.123
104 345 4.058
106 455 5.068
108 73004 1358.253

Table 4: Average number of solution evaluations and execution time for each value of Ng before
K-DOA stops.

where a, 3 are selected a priori from F§. Moreover, the affine transformation is not restricted to
the elimination of the fixed points of the S-Box resulting from the optimization process, it has an
important role towards the security of the proposed S-Box generation scheme and it is discussed later
in this section. The pseudo-code of the Key-Dependent Optimization Algorithm (K-DOA) is presented
in Algorithm 1.

5.1. Advantage and performance of K-DOA

If one carefully analyze the results presented in Table 3, it may be understandable that there is a
high probability of obtaining an S-Box having desired cryptographic parameters by means of K-DOA.
Moreover, it is very likely that for input permutations hy, ho, K-DOA finds in a single iteration a pair
of pemutations hf, hj such, once applied construction IT, the resulting 8-bit S-Box have nonlinearity
equals to 102 or 104. Then, one can assume that for any input (hq, he, A, B, a, 8, Ng) of K-DOA
the output will be an 8-bit S-Box S which satisfies the criteria introduced in Section 3. Hence, we
measure the performance of K-DOA by running 100 independent executions of the algorithm for all
possible values of parameter Ng. The goal of these experiments is to average the number of solution
evaluations that K-DOA runs before it reaches its stop condition. In Table 4 we present the results
of these experiments, as well as the average execution time recorded for each value of Ng.

As we already analyzed, the construction IT only produce good results in approximately 1 out of
13 cases and therefore a direct generation of an S-Box using IT may result in some flaws w.r.t the
cryptographic properties in the scope of this paper. Conversely, K-DOA ensures that the nonlinearity
value of the resulting S-box is at least N, which does not mean that this value cannot be higher than
the selected parameter. For instance, for Ng = 104 we do produce S-Boxes having nonlinearity 106.
Such results are possible since the remaining criteria assumed as algorithmic constraints prevent that
any S-Box is returned unless the aforementioned restrictions are satisfied too, even when the S-box
satisfies the nonlinearity criteria, i.e., Nig > Ng. In the particular case of Ng = 108, Table 4 shows
that these S-boxes are produced in approximately 1.11 - 2'6 solution evaluations . If compared with
the results in Table 3, where none of the 8-bit S-Boxes generated achieve this value of nonlinearity,

one may easily realize the advantages of K-DOA with respect to only use the construction IT.
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input : Two pseudo-random 4-bit permutations A1, hs.
input : Two pseudo-random invertible 8 x 8 binary matrices A and B.
input : Two random vectors a, 3 € F5

input : A desired minimum value of nonlinearity 100 < Mg < 108.
output: An 8-bit S-Box having good cryptographic parameters.

// Initialization

S «+ II(hy,hs) // Apply construction II using hi,hs as 4-bit components.

// Optimization

while True do
upgrade = NULL

for 0 <i< 15 do

for j=i+1, j <16 do

// Generate the offspring of solutions from hj,h, as stated in Section 5
and set &’ to be the best of the offpring

S’ < BEST(Sy, 82, S3)

if Ns < Ns: or (Ms = Ns and Cost(S’) < Cost(S)) then
S+ &

if deg(S) = 7 and Al (S) =3 and s < 8 and Ns > N then
‘ return Extagine(S, A, B, a, ()
else
// Record the permutations h},h} which generate S’

upgrade = (hf, h3)

end

end

end

end

if upgrade = NULL then
hi + InsertMutation(hy,0,15)

hs < InsertMutation(hs, 0, 15)
S H(hl, hg)

else
hi < upgrade.h]

ha + upgrade.h}
S H(hl, hg)
end

end
Algorithm 1: Pseudo-code of K-DOA.
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Figure 2: Behavior of the execution time for 100 < Ng < 108.

In terms of performance, one can notice from the results presented in Table 4 that obtain a higher
nonlinearity value came with a higher execution time of the algorithm, which is intuitively expected
since K-DOA produce, for a selected parameter Ng, S-Boxes with nonlinearity equal or greater than
this value and they must be generated as quick as possible. Thus, the relationship between the desired
nonlinearity value and the execution time must be considered before any practical implementation
of K-DOA. Figure 2 shows the behavior of the execution time of the experiments conducted in this
section for 100 < Ng < 108.

Obviously, the superiority in terms of time consumption of K-DOA to produce S-Boxes with nonlin-
earity at least 108 (purple plot) with respect to the other nonlinearity values implies that, although
from the theoretical point of view they constitute an interesting result, special conditions are needed
for its practical application. Nevertheless, the results in Table 4 w.r.t the average execution time of our
method for 100 < Ng < 106, one may see that they are feasible for real-life application in symmetric
encryption schemes. In addition, Figure 3 shows the augmented plot of Figure 2 w.r.t the behavior
of the execution time of the experiments conducted in this section for these nonlinearity values which
is corresponding to data presented in Table 4, where the worst execution time of K-DOA does not

exceed the 50 seconds.
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Figure 3: Behavior of the execution time for 100 < Ng < 106.

A lighter version of K-DOA can be applied to reduce the execution time of the algorithm by supplying
a single 4-bit permutation as input instead of two, similar to the presented in [20]. Although it
substantially reduce the execution time of the original method, it also reduce the search space of the
input permutations from (16!)? to 16!, compromising the security of output S-Box. In the next section

we board the security analysis of the output S-Boxes of our proposal.

5.2. Security analysis of the S-Boxes produced by K-DOA

In the security branch, due to the hardness of exploring the whole space of 4-bit permutations to find
8-bit S-Boxes having the aforementioned properties in Section 2, one can roughly estimate the number
of S-Boxes resulting of K-DOA as

(161)*
13

- #Extagine[S, A, B, o, f] & 284 . 2140 = 9224

which provides sufficient uncertainty to avoid a brute force approach for guessing a secret 8-bit S-Box.
To continue the security analysis, let’s now suppose that an attacker is able to successfully predict an
S-Box S resulting from K-DOA, then to predict the key bits used for constructing permutations h; and
ho as well as boolean matrices A, B using the knowledge of S is a difficult task. It is well-known that

the construction of T has the so-called TU-decomposition [9, 37]. So, an adversary can use the results
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given in [37] for obtaining this decomposition. However, it will be hard in first place, to obtain exactly
those transformations used by the K-DOA when constructing an S-Box with the desired properties.

Recall, that the construction of IT uses the permutation polynomial Py(x) = 22" 2

over Fyr and two k-
bit permutations hy and ho in such a way that the nonlinear bijective transformation II : Fyor — Foas
is defined as TI(I || ) = (I3 || r1), for all I,r € Fyax. The output value (I; || r1) of the aforementioned

construction is computed by using the next relations:
o li=h(l)ifr=0,elsel; =Psl®r)
o 71 =ho(l) if I3 =0, else r; =11 ® Py(r)

As we can see from the output values of II, there are (2% —1)? values which are unchanged despite the
selection of small subcomponents hy and hs, respectively. In this way, when swapping a pair of values
in h; and hy we can expect that at most 22¥ — (2% — 1)2 = 2¥+1 — 1 values of the resulting permutation
IT could be changed. In a such scenario, no matter how the key-dependent subcomponents h; and
hy are generated, an adversary will always predict the aforementioned (2% — 1)? unchanged values.
For this reason, we utilize the extended affine transformation, which ensure that changing even one
bit of the key used to construct the S-Box II, should always lead to a different resulting permutation.
Moreover, by using the extended affine transformation we guarantee that any pairs of keys, lead to

extremely different S-Boxes.

6. CONCLUSIONS

In this paper we have introduced an algorithm to produce cryptographically strong key-dependent 8-
bit S-Boxes which combines two research areas on S-Box generation: constructions from small S-boxes
and optimization methods. Our proposal Key-Dependent Optimization Algorithm (K-DOA) allows to
generate a large set of key-dependent permutations with maximum value of minimum algebraic degree
deg(S) = 7, maximum value of graph algebraic immunity Al,.(S) = 3 and values of differential
uniformity ds < 8 and nonlinearity Ns > 100 comparable with those reported in the specialized
literature for static 8-bit S-Boxes having good cryptographic properties.
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